Digital Solutions subject report

2023 cohort
March 2024

QCAA

Queensland Curriculum
overnment & Assessment Authority

@® :


https://www.qcaa.qld.edu.au/copyright

@@ © State of Queensland (QCAA) 2024

Licence: https://creativecommons.org/licenses/by/4.0 | Copyright notice: www.qcaa.qgld.edu.au/copyright —
lists the full terms and conditions, which specify certain exceptions to the licence. |
Attribution (include the link): © State of Queensland (QCAA) 2024 www.qcaa.qgld.edu.au/copyright.

Other copyright material in this publication is listed below.

1.  With the exception of any third-party material contained within a student response, student responses in this
report are licensed under the CC BY 4.0 licence.

Queensland Curriculum & Assessment Authority
PO Box 307 Spring Hill QLD 4004 Australia

Phone: (07) 3864 0299
Email: office@qcaa.qld.edu.au
Website: www.qcaa.qgld.edu.au


https://creativecommons.org/licenses/by/4.0
https://www.qcaa.qld.edu.au/copyright
https://www.qcaa.qld.edu.au/copyright
https://www.qcaa.qld.edu.au/copyright
mailto:office@qcaa.qld.edu.au
https://www.qcaa.qld.edu.au/copyright

Contents

| Introduction 1
FANE o [T g Tt T= o o I L 1
REPOIt Preparation ............u.iiiii i e e e e e e e e e e e e e e aeaan 2
SUDJECt NIGhlIGNtS ..o e e e e 2

| Subject data summary 3
SUDJECE COMPIETION.....oiiiiii e e e e e e e 3
L1 T = T To B2 =T | £ R 3
Units 3 and 4 internal assessment (IA) reSUItS .............ooeiiiiiiii i 3

B = I 0 F= T4 TR (o 1 3

AT MIAIKS ...ttt e e e e et e e e e e e e e e e e e b — e e e e e e e e e e b ——aeeeaeaeeaaannrranraaaaeas 4
A2 MIAIKS ...ttt e e e e e e e e bt e e e e e e e s e b b — e e e eeeeeeaeb——aeeeaaaeeaaannrraneaaaaeas 5
NG I 0 0 =L T PP PPPPPPRR 6
External assessment (EA) MarksS ........coi it 7
Final SUDJECE FESUILS ...t e e e e et e e e e e eeeees 7
Final marks for IA @nd EA.... ..o e e e aa e 7
Grade BOUNANIES .........oeeiiiiiee e e e e e e e e e e e e e e eeanes 8
Distribution Of STANAArdS..........cooiiiiii e e 8

| Internal assessment 9
= gTo [o] £T=T 0 1T o | PP PPRPTPI 9
107010114 aT=11T0] o HES SRRSO PPPR 9
Internal assessment 1 (1A1) 10
Investigation — technical proposal (20%) ........ccouuiiiiiiiiiae e 10
ASSESSMENT AESIGN ...t e e e e r e e e e e e nneeee s 10
ASSESSMENT AECISIONS ... e e e e e e e e e e e eaaraeees 12

| Internal assessment 2 (1A2) 15
Project — digital SOIUtION (30%0) .....oooiiiiiiieeee e 15

ASSESSMENT AESIGN ... e ettt e e e e e e enae e e e e enneeee s 15
ASSESSMENT AECISIONS .....eiiiieiieie e 17

| Internal assessment 3 (IA3) 23

Project — folio (25%0) ...oee e 23
ASSESSMENT AESIGN .eeeeiiiie et e e e e s e e r e e e e e e e s s e e e e e e e e e e e nnnnneeeees 23
ASSESSMENT AECISIONS .....eiiiiiiiiie e s 25

| External assessment 32

EXamination (25%0).....ccooo et naaanae 32
ASSESSMENT AESIGN .eeeeiiiie et e e e e s e e r e e e e e e e s s e e e e e e e e e e e nnnnneeeees 32

ASSESSMENT AECISIONS ...t e e e e et e e e e e e e e e e e e e e e e e e reeeeeeeans 32



Digital Solutions subject report

2023 cohort

Introduction 'FQ//

Throughout 2023, schools and the Queensland Curriculum and Assessment Authority (QCAA)
continued to improve outcomes for students in the Queensland Certificate of Education (QCE)
system. These efforts were consolidated by the cumulative experience in teaching, learning and
assessment of the current General and General (Extension) senior syllabuses, and school
engagement in QCAA endorsement and confirmation processes and external assessment
marking. The current evaluation of the QCE system will further enhance understanding of the
summative assessment cycle and will inform future QCAA subject reports.

The annual subject reports seek to identify strengths and opportunities for improvement of
internal and external assessment processes for all Queensland schools. The 2023 subject report
is the culmination of the partnership between schools and the QCAA. It addresses school-based
assessment design and judgments, and student responses to external assessment for this
subject. In acknowledging effective practices and areas for refinement, it offers schools timely
and evidence-based guidance to further develop student learning and assessment experiences
for 2024.

The report also includes information about:

e how schools have applied syllabus objectives in the design and marking of internal
assessments

e how syllabus objectives have been applied in the marking of external assessments
e patterns of student achievement.
The report promotes continuous improvement by:

¢ identifying effective practices in the design and marking of valid, accessible and reliable
assessments

e recommending where and how to enhance the design and marking of valid, accessible and
reliable assessment instruments

¢ providing examples that demonstrate best practice.

Schools are encouraged to reflect on the effective practices identified for each assessment,
consider the recommendations to strengthen assessment design and explore the authentic
student work samples provided.

Audience and use

This report should be read by school leaders, subject leaders and teachers to:

¢ inform teaching and learning and assessment preparation

assist in assessment design practice

assist in making assessment decisions

help prepare students for internal and external assessment.

The report is publicly available to promote transparency and accountability. Students, parents,
community members and other education stakeholders can use it to learn about the assessment
practices and outcomes for senior subjects.
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Introduction

Report preparation

The report includes analyses of data and other information from endorsement, confirmation and
external assessment processes. It also includes advice from the chief confirmer, chief endorser
and chief marker, developed in consultation with and support from QCAA subject matter experts.

Subject highlights

164 78.59%

schools of students
offered Digital completed

Solutions 4 units

Digital Solutions subject report
2023 cohort
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Subject data summary ] H H

Subject completion

The following data includes students who completed the General subject.

Note: All data is correct as at January 2024. Where percentages are provided, these are rounded
to two decimal places and, therefore, may not add up to 100%.

Number of schools that offered Digital Solutions: 164.

Completion of units Unit 1 Unit 2 Units 3 and 4
Number of students 2,008 1,849 1,578
completed

Units 1 and 2 results

Number of students Satisfactory Unsatisfactory
Unit 1 1,796 212
Unit 2 1,666 183

Units 3 and 4 internal assessment (lA) results

Total marks for IA

5.0%
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Subject data summary
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Subject data summary
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Subject data summary

IA3 marks
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Subject data summary

External assessment (EA) marks
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Subject data summary

Grade boundaries

The grade boundaries are determined using a process to compare results on a numeric scale to
the reporting standards.

Standard A B C D E
Marks 100-84 83-67 66-45 44-19 18-0
achieved

Distribution of standards

The number of students who achieved each standard across the state is as follows.

Standard A B Cc D E

Number of 477 553 458 89 1

students
Digital Solutions subject report Queensland Curriculum & Assessment Authority
2023 cohort March 2024
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Internal assessment

The following information and advice relate to the assessment design and assessment decisions
for each IA in Units 3 and 4. These instruments have undergone quality assurance processes
informed by the attributes of quality assessment (validity, accessibility and reliability).

Endorsement

Endorsement is the quality assurance process based on the attributes of validity and accessibility.
These attributes are categorised further as priorities for assessment, and each priority can be
further broken down into assessment practices.

Data presented in the Assessment design section identifies the reasons why IA instruments were
not endorsed at Application 1, by the priority for assessments. An IA may have been identified
more than once for a priority for assessment, e.g. it may have demonstrated a misalignment to
both the subject matter and the assessment objective/s.

Refer to QCE and QCIA policy and procedures handbook v5.0, Section 9.6.

Percentage of instruments endorsed in Application 1

Number of instruments submitted 1A1 1A2 1A3

Total number of instruments 162 162 162

Percentage endorsed in Application 1 40% 30% 56%
Confirmation

Confirmation is the quality assurance process based on the attribute of reliability. The QCAA uses
provisional criterion marks determined by teachers to identify the samples of student responses
that schools are required to submit for confirmation.

Confirmation samples are representative of the school’s decisions about the quality of student
work in relation to the instrument-specific marking guide (ISMG), and are used to make decisions
about the cohort’s results.

Refer to QCE and QCIA policy and procedures handbook v5.0, Section 9.7.

The following table includes the percentage agreement between the provisional marks and
confirmed marks by assessment instrument. The Assessment decisions section of this report for
each assessment instrument identifies the agreement trends between provisional and confirmed
marks by criterion.

Number of samples reviewed and percentage agreement

1A Number of schools Number of Number of Percentage
samples requested additional samples agreement with
requested provisional marks

1 157 950 33 82.8%

2 158 952 11 66.46%

3 157 940 11 71.34%
Digital Solutions subject report Queensland Curriculum & Assessment Authority
2023 cohort March 2024
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Investigation — technical proposal (20%)

This assessment requires students to research a specific problem through collection, analysis
and synthesis of information. A technical proposal uses research or investigative practices to
assess a range of cognitions in a particular context. Research or investigative practices include
locating and using information beyond students’ own knowledge and the data they have been
given.

Students must adhere to research conventions, including citations, reference lists or
bibliographies. This assessment occurs over an extended and defined period of time. Students
may use class time and their own time to develop a proposal and identify a low-fidelity prototype
digital solution.

Assessment design

Validity

Validity in assessment design considers the extent to which an assessment item accurately
measures what it is intended to measure and that the evidence of student learning collected from
an assessment can be legitimately used for the purpose specified in the syllabus.

Reasons for non-endorsement by priority of assessment

Validity priority Number of times priority was identified in decisions*
Alignment 27
Authentication 9
Authenticity 40
Item construction 16
Scope and scale 36

*Each priority might contain up to four assessment practices.

Total number of submissions: 162.

Effective practices
Validity priorities were effectively demonstrated in assessment instruments that:

¢ identified at least two accessible data sources by providing hyperlinks, screenshots or
samples of locally generated data

e defined a range of appropriate authentication strategies from the suggestions in the
Endorsement application (app), including a clear draft submission checkpoint

¢ identified a context that related to the subject matter and provided a clear overview and
framework for the task.

Digital Solutions subject report Queensland Curriculum & Assessment Authority
2023 cohort March 2024
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Practices to strengthen
It is recommended that assessment instruments:

¢ provide students with the opportunity to demonstrate the required assessable objectives and
performance-level descriptors of the ISMG, e.g. determine prescribed criteria

¢ identify in the task description a single specific technology context from the table in the Unit 3
description (Syllabus section 4.1), remembering that students must address both the subject
matter and the components of the digital solution in the selected technology context

e manage the scope and scale of the task by providing direct links to datasets or including
specific search terms for a data portal and limiting the number of datasets students are
required to analyse and/or integrate for their technical proposal.

Accessibility

Accessibility in assessment design ensures that no student or group of students is disadvantaged
in their capacity to access an assessment.

Reasons for non-endorsement by priority of assessment

Accessibility priority Number of times priority was identified in decisions*
Bias avoidance 1
Language 1
Layout 1
Transparency 0

*Each priority might contain up to four assessment practices.

Total number of submissions: 162.

Effective practices
Accessibility priorities were effectively demonstrated in assessment instruments that:

e provided clear and concise task instructions using the language of the syllabus, with minimal
distractors

e used correct spelling and grammar, especially for technical terms that could alter the meaning
of the instruction if misspelt

e described contexts that did not place students in professional roles outside the scope of their
knowledge and experience.

Practices to strengthen

It is recommended that assessment instruments:

o reflect the hierarchy of the list of assessable evidence from the syllabus specifications
(Syllabus section 4.6.1). Assessable evidence can be reworded for clarity but should not
contradict or confuse the meaning and emphasis described in the syllabus. For instance, list
‘generation of a low-fidelity (non-coded) prototype solution’ as a separate item, rather than a
sub-item of ‘synthesis of information and ideas to select the best approach for’, as

- keeping synthesis of information and ideas separate will allow for more detailed evidence to
support decisions about the proposed solution

Page 11 of 50
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- this provides the opportunity for students to demonstrate the selection of the best approach
for data and coded components more explicitly.

Additional advice

e The level of detail provided in the context, task and stimulus sections can limit the scope of
data sources and serve as prescribed criteria for the task, e.g. specifying personal, social or
economic needs that may apply to the context or problem scenario.

¢ Use the scaffolding section of the task more effectively to tailor communication of the Digital
Solutions problem-solving process and/or response format guidelines using language
accessible to students (e.g. by providing scaffolding contextualised to the school environment,
cohort and available resources) rather than copying the definition of a multimodal presentation
from the syllabus (QCE and QCIA policy and procedures handbook v5.0, Section 8.2.3).

o Take care when copying and pasting assessable evidence to ensure list hierarchy is
maintained. While editing the lists to offer better clarity is an acceptable practice, schools are
advised to check for errors that may have occurred through the process of copying and
pasting content between applications or other tasks.

Assessment decisions

Reliability

Reliability is a judgment about the measurements of assessment. It refers to the extent to which
the results of assessments are consistent, replicable and free from error.

Agreement trends between provisional and confirmed marks

Criterion Criterion name Percentage Percentage Percentage Percentage
number agreement less than greater than both less and
with provisional provisional greater than
provisional provisional
1 Retrieving and 89.81% 8.28% 1.27% 0.64%
comprehending
2 Analysing 88.54% 8.92% 1.91% 0.64%
3 Synthesising and 87.9% 11.46% 0.64% 0%
evaluating
4 Communicating 94.9% 3.18% 1.91% 0%

Effective practices
Accuracy and consistency of the application of the ISMG for this IA was most effective when:
o for the Retrieving and comprehending criterion

- accurate and discriminating recognition and description of data sources was demonstrated
by exploring data sources to show understanding of relational and flat file data structures,
and comparison of different file formats and data structures appropriate to the context
(Syllabus section 4.4)

o for the Analysing criterion

- insightful analysis to identify elements and features of data was demonstrated by
determining file formats and data structures appropriate to the technology context (Syllabus
section 4.4)

Digital Solutions subject report Queensland Curriculum & Assessment Authority
2023 cohort March 2024
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o for the Communicating criterion
- discerning decision-making and fluent use of

= written and visual features to communicate about a solution were demonstrated when
responses did not exceed the response length conditions of the task as specified by the
syllabus

» investigation conventions included locating and using information beyond students’ own
prior knowledge and the data they had been given (Syllabus section 4.6)

- judgments about referencing and project conventions were independent to matching
characteristics to student work in the Retrieving and comprehending criterion, such as
pseudocode and data flow diagrams for symbolisation conventions.

Samples of effective practices

The following excerpt demonstrates how purposeful generation of a technical proposal for
relevant user interfaces and algorithm components is supported by:

e accurate and discriminating recognition and descriptions
¢ insightful analysis to identify elements and features of data.

Note: The characteristic/s identified may not be the only time the characteristic/s has occurred
throughout a response.

4.2 The Solution

Women, Business and the Law

Welcome to s Women,
Business and the Law.

servi
cond|
Condi

Taccept

Taccept

Continue!
v on 401

Video content: (2 mins, 57 secs)
www.qcaa.gld.edu.au/curriculum-assessment/portal/media/sr-2023/snr_digital_solutions_ia1_e1.mp4

Practices to strengthen

To further ensure accuracy and consistency of the application of the ISMG in this IA, itis
recommended that:

¢ when matching evidence to the characteristics for the Synthesising and evaluating criterion,
attention should be given to

- the critical evaluation of impacts, considering that this is clearly demonstrated when
responses first determine possible personal, social and economic impacts relevant to the

Digital Solutions subject report Queensland Curriculum & Assessment Authority
2023 cohort March 2024
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real-world identified problem. The evaluation of impacts, components and low-fidelity
prototypes is ensured when the evidence demonstrates that this is done against the
prescribed and self-determined criteria in order to measure the overall success and
suitability of the solution, and to make refinements and justified recommendations,

e.g. recommending future improvements to user interface and/or programmed components
to minimise identified personal impacts.

Additional advice

e Schools should ensure the video submission is of a sufficient quality, especially for diagrams
and audio, e.g. the scale of images or the output resolution of files should not render the
details of the images or diagrams illegible or difficult to interpret or understand. Submissions
should align to the relevant Confirmation submission information (QCE and QCIA policy and
procedures handbook v5.0, Section 9.7.1). The Confirmation submission information for Digital
Solutions is available in the Syllabuses app in the QCAA Portal.

e Schools should review the Making judgments webinar in the QCAA Portal. When used in
conjunction with subject report advice and excerpts that show student work matched to
specific characteristics, this will develop knowledge and understanding of the demarcation
between performance levels.

e Schools should refer to Sections 7.4 and 9.6.6 of the QCE and QCIA policy and procedures
handbook v5.0 for information about when amendments and comparable assessment are
required. The administration of an endorsed task with annotated changes to the task
(e.g. adjusting the task when a data source or essential resource becomes unavailable) that
has not been reviewed through the amendment process risks the validity, accessibility and
reliability of the task and equity for students.

e The school’'s assessment policy regarding managing response lengths should be reflective of
the strategies outlined in the QCE and QCIA policy and procedures handbook v5.0
(Section 8.2.6). When a student response exceeds assessment conditions, the strategy that
has been applied by the teacher should be consistently and clearly indicated on the ISMG.

e Schools are responsible for gathering evidence of student achievement in response to the
endorsed assessment in the required mode of delivery (QCE and QCIA policy and procedures
handbook v5.0, Section 8.2.7). IA1 requires a 9—11-minute video submission. It may not be
possible to equitably determine which portion of a non-video submission contributes
9—11 minutes of response time. This may result in the response being awarded marks for
communication only or a NR result.

Digital Solutions subject report Queensland Curriculum & Assessment Authority
2023 cohort March 2024
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Internal assessment 2 (I1A2)

Project — digital solution (30%)

This assessment focuses on the problem-solving process in Digital Solutions that requires the
application of a range of cognitive, technical and creative skills and theoretical understandings.
The response is a coherent work that documents the iterative process undertaken to develop a
solution to a technical proposal. It may include written paragraphs and annotations, diagrams,
sketches, drawings, and components of a prototype digital solution.

This assessment occurs over an extended and defined period of time. Students may use class
time and their own time to develop a response.

Assessment design

Validity

Validity in assessment design considers the extent to which an assessment item accurately
measures what it is intended to measure and that the evidence of student learning collected from
an assessment can be legitimately used for the purpose specified in the syllabus.

Reasons for non-endorsement by priority of assessment

Validity priority Number of times priority was identified in decisions*
Alignment 77
Authentication 11
Authenticity 12
Item construction 16
Scope and scale 7

*Each priority might contain up to four assessment practices.

Total number of submissions: 162.

Effective practices
Validity priorities were effectively demonstrated in assessment instruments that:

¢ specified a Unit 3 technology context in the task description that matched the technology
context from 1A1, e.g. web application, mobile application, interactive media, intelligent
system. It is acceptable for a task to identify the technology context by identifying a specific
example, e.g. simulations, digital games, learning objects, productivity applications for
interactive media (Syllabus section 4.1)

e clearly specified one complete draft checkpoint (QCE and QCIA policy and procedures
handbook v5.0, Section 8.2.5)

¢ included a detailed technical proposal PDF attachment with headings and content aligned with
the syllabus, i.e. identification, interactions, component specifications (Syllabus section 4.6.2)

e provided clear prescribed criteria in the task description or technical proposal to manage the
scope and scale of the digital solution, i.e. determination of prescribed criteria, that would
directly inform synthesis of information and ideas, and evaluation.

Digital Solutions subject report Queensland Curriculum & Assessment Authority
2023 cohort March 2024
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Internal assessment 2 (IA2)

Practices to strengthen
It is recommended that assessment instruments:

e provide data specifications for specific external datasets aligned with Unit 3 subject matter,
including relational and flat file data structures, and file formats and data structures
appropriate to the technology context (Syllabus section 4.4)

¢ include working hyperlinks or high-quality, legible sample images of datasets with tasks.
Access to datasets is an important part of the endorsement process to determine suitable
scope and scale and checking of other validity practices for assessment.

Accessibility

Accessibility in assessment design ensures that no student or group of students is disadvantaged
in their capacity to access an assessment.

Reasons for non-endorsement by priority of assessment

Accessibility priority Number of times priority was identified in decisions*
Bias avoidance 2
Language 6
Layout 26
Transparency 8

*Each priority might contain up to four assessment practices.

Total number of submissions: 162.

Effective practices

Accessibility priorities were effectively demonstrated in assessment instruments that:

e provided a stimulus that contained minimal distractors and was accessible to all students

¢ avoided the use of jargon and colloquialisms outside the scope of students’ local context

¢ used the language of the syllabus in the context, task and stimulus with explicit links to
assessment specifications, objectives and the ISMG.

Practices to strengthen

It is recommended that assessment instruments:

¢ include a complete list of all assessable evidence from the specifications (Syllabus
section 4.6.2), reflecting the syllabus list hierarchy. Assessable evidence can be reworded for
clarity but should not contradict or confuse the meaning and emphasis described in the
syllabus. For instance, a suitable reworded variation might include:

- symbolise

= the user and developer problem using mind maps and one or more of constructed
sketches, annotated diagrams, images or screenshots

= algorithms communicated in pseudocode that demonstrate knowledge and
understanding of programming features

= interrelationships between user experiences and data in the prototype web application
using one or more of constructed sketches, annotated diagrams, images or screenshots.

Page 16 of 50
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Internal assessment 2 (IA2)

Assessment decisions

Reliability

Reliability is a judgment about the measurements of assessment. It refers to the extent to which
the results of assessments are consistent, replicable and free from error.

Agreement trends between provisional and confirmed marks

Criterion Criterion name Percentage Percentage Percentage Percentage
number agreement less than greater than both less and
with provisional provisional greater than
provisional provisional
1 Retrieving and 79.11% 18.99% 1.27% 0.63%
comprehending
2 Analysing 82.91% 16.46% 0.63% 0%
3 Synthesising and 79.11% 12.66% 0% 8.23%
evaluating
4 Communicating 87.34% 10.76% 1.9% 0%

Effective practices
Accuracy and consistency of the application of the ISMG for this IA was most effective when:
o for the Communicating criterion

- responses included a reference list and in-text referencing for information, ideas or visual
features where necessary, including self-referencing for aspects of a previously submitted
response, e.g. the analysis of a data source.

Samples of effective practices

The following excerpt demonstrates adept symbolisation and discerning explanation of data
structures and interrelationships between user experiences and data of the digital prototype.

Note: The characteristic/s identified may not be the only time the characteristic/s has occurred
throughout a response.

Digital Solutions subject report Queensland Curriculum & Assessment Authority
2023 cohort March 2024
Page 17 of 50



Internal assessment 2 (1A2)
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The following excerpt demonstrates critical evaluation of impacts against prescribed and self-determined criteria.

Impacts

Note: The characteristic/s identified may not be the only time the characteristic/s has occurred throughout a response.

Internal assessment 2 (1A2)

Impact: Users, like the three developed personas, will obtain direct personal
impacts, benefiting from being able to easily find parks for their desired
location and needs. Forty-eight percent of people find parking stressful
(Automotive Fleet, 2022) and the average Australian spends 14 hours per year
looking for a park, with 18-24 year-old drivers taking the more time than any
other age-group {(Wong, 2017). Hence, by enabling users toc plan ahead and
identify parking locations, along with providing the expected vacancy and
calculated cost, the application can reduce stress in regards to parking, the
cost of parking in the city and improve punctuality of users. This appeals
directly to the values and stresses of users, like Patricia and Kate, also
indirectly allowing users, like Simon and Patricia to feel a sense of success.
Primarily, users' initial satisfaction from the provided information and ease of
navigation are key measures of success -- best indicating potential future use
and determining the general accessibility, understandability and relevance of
the provided information to users. User satisfaction surveys with respect to
the application and parking in the Brisbane area could potentially indicate
longer term satisfaction as well.

Evaluation: Based on user testing, the developed solutions achieves these
benefits, though longer term testing should be conducted. By prioritising the
estimated cost, location of parking locations and predicted occupancy within
the summary information and map pages -- users can efficiently locate
information they would like, justified by user testing. Users with different
profiles were assessed, with an cverall high rating of their experience and all
stating they would use the application again (Appendix C). This successfully
indicates potential future-use, working to achieve this benefit. By setting the
default times and date inputs on the landing page to the current time and
date, users, like Patricia, can search quickly and efficiently with less stress and
input fields to fill out, while the inputs also allow users, like Kate or Simon, to
plan ahead. Additionally, the user testing in Appendix C indicated a relatively
high usability and accessibility (which improved after refinements were made},

suggesting this benefit will be achieved through the developed solution.

Users, such as Patricia and her customer Pauline, will receive direct
personal benefits, by the provided knowledge of disability parking locations
reducing time needed to find a park. By differentiating and filtering for
different types of parks, e.g. disability permit parking, the application can allow
users to easily identify specific parks for their needs, like Patricia looking for
disability parking; Kate for motorcycle parking. This can be measured by users'
ease and initial satisfaction of finding specific parking types with the filterable
map. Additionally, continued use of this feature and user satisfaction surveys
in regards to it can indicate longer term success.

By using a select tag for the filter, values can be considered
through conditional statements -- with different queries based on the required
data. As the drop-down is a familiar design feature, it is easily learnable and
users were able to easily use the feature. Users like Kate, locking for
motorcycle parking locations, were more successful than Patricia locking for
disability parking locations however. This is because there were not many
disability parks in the disability permit parking location dataset -- however, for
Pauline and Patricia's pre-arranged situation this may be ok. The filter is
applied effectively by utilising fetch{} and .then to retrieve the current state of
the input fields on the client side, before processing the changes by re-
generating the data required for the map on the server side. Hence, as the
whole page does not have to be re-rendered this is more efficient. As a
recommendation, the application could utilise session variables to store user
preferences, for example the last state of the filter, such that the map does not
have to initially load with car parking. This could improve the ease of use
(utility), effectiveness and overall user satisfaction as less user input is
required. However, as session variables were not utilised an alternative is
setting the initial value as 'car' like in the developed solution -- as this is the
most common parking reguirement.
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The following excerpt demonstrates a video demonstration of the functionality of a prototype
digital solution to support purposeful generation of an efficient user interface and programmed
components.

Note: The characteristic/s identified may not be the only time the characteristic/s has occurred
throughout a response.

| Component_Servces Vemdon el

Fie Edt_dssts GameObec
> a .

Sign Up

Submit

BOGRORBAAEAACS

Video content (3 mins 25 secs)
www.qcaa.qld.edu.au/curriculum-assessment/portal/media/sr-2023/snr_digital_solutions_ia2_e1.mp4

Practices to strengthen

To further ensure accuracy and consistency of the application of the ISMG for this IA, it is
recommended that:

¢ when matching evidence to characteristics for the Retrieving and comprehending criterion,
attention is given to the symbolisation of data structures and the interrelationships between
user experiences and data, and the different purposes of

- data flow diagrams, which

= symbolise the interrelationships between user experiences and data of the digital
prototype

» are a visual depiction of how information moves between different parts of a system,
focusing on the processes and the interactions among them

- entity relationship diagrams, which
= focus on how data is structured within a system.

= show the relationships between different entities (like tables in a database) and how
they interact with one another, including primary and secondary keys and data types

» in terms of matching evidence, contribute to the symbolisation of data structures as
opposed to the interrelationships between user experiences and data
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Internal assessment 2 (IA2)

¢ when matching evidence to the characteristics for the Synthesising and evaluating criterion,
attention is given to

- responses explicitly demonstrating through real-time simulation that the user interface, data

and programmed components have been combined to generate a functioning digital
solution. Purposeful demonstration of efficient digital solution components, as well as
effective and adequate generation of digital solution components, require more than static
screenshots of components or code in the video recording as it is difficult to ascertain more
than partial generation of the required components. The video recording is the only
opportunity for students to demonstrate the functionality of the final solution and requires
discerning decision-making about visual features to communicate about a solution

- the critical evaluation of impacts by demonstrating analysis of the

» merits and faults of the potential personal, social and economic impacts of the digital
solution and consideration of these impacts in relation to the prescribed and self-
determined criteria to inform justification of refinements and recommendations

= accuracy and efficiency of coded components to identify errors, and analysis of the
merits and faults of the user interface from a user-experience perspective, both in
relation to the prescribed and self-determined criteria to inform justification of
refinements and recommendations.

Additional advice

Digital Solutions subject report
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Schools are reminded that

- the Communicating criterion does not require students to speak or include verbal

communication in the video demonstration of functionality. However, students should be
advised to consider the most discerning way to use written and visual features to
communicate the functionality of the generated digital solution, e.g. annotations or captions
to provide additional information to describe or explain features, a list of key features that
includes timestamps to point out key features (Syllabus section 4.6.2)

- judgment about the symbolisation of algorithms is predominantly concerned with how well

pseudocode shows how a computing algorithm should and could work. The syllabus states
that there is no standard format for pseudocode and that it varies between programmers.
While there are conventions that provide examples of how pseudocode may be
implemented (Syllabus section 1.2.5), it is the subject matter that describes the important
aspects to consider when making judgments about the symbolisation of algorithms. Some
conventions apply only to typed pseudocode (e.g. the use of ‘bold capitals’). The syllabus
conventions provide scope for the use of keywords that are different from the examples
provided (e.g. START instead of BEGIN) since keywords do not have to be valid
programming language, as long as they clearly convey the intention of the line of
pseudocode. Students should consider the importance of symbolising the declaration of
variables and relevant user interaction, data input and output with pseudocode

decision-making about and use of written features refer to descriptions and explanations,
as these are the cognitions associated with the Communicating criterion, whereas
symbolisation of algorithms is associated with the Retrieving and comprehending criterion.
When making judgments about the symbolisation of algorithms, consider the subject matter
from Unit 3, Topic 2 with regard to the order and clarity of the algorithms and how well they
communicate user interaction, data validation and data presentation (Syllabus section 4.4)

data flow diagrams must use the correct symbols for entities, processes and data stores as
per the conventions in the syllabus, including the flow of data (Syllabus section 1.2.5)
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Internal assessment 2 (IA2)

- the best-fit approach is to be used consistently to ensure correct application when deciding
performance levels and awarding marks for each criterion on the ISMG. Marked ISMGs
should indicate the characteristics evident in the student response and the mark awarded
for each criterion (QCE and QCIA policy and procedures handbook v5.0, Section 9.7.1).
Further information is available in the QCAA Portal in

» Module 3 — Making reliable judgments in the Assessment Literacy app

» Digital Solutions making judgments and using ISMG support resources in the Syllabuses
app.

Digital Solutions subject report Queensland Curriculum & Assessment Authority
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Internal assessment 3 (IA3)

Project — folio (25%)

This assessment focuses on the problem-solving process in Digital Solutions that requires the
application of a range of cognitive, technical and creative skills and theoretical understandings.
The response is a coherent work that documents the iterative process undertaken to develop a
solution to a problem. It may include written paragraphs and annotations, data, tables, algorithms,
diagrams, sketches, illustrations, digital prototypes and models.

This assessment occurs over an extended and defined period of time. Students may use class
time and their own time to develop the folio.

Assessment design

Validity

Validity in assessment design considers the extent to which an assessment item accurately
measures what it is intended to measure and that the evidence of student learning collected from
an assessment can be legitimately used for the purpose specified in the syllabus.

Reasons for non-endorsement by priority of assessment

Validity priority Number of times priority was identified in decisions*
Alignment 13
Authentication 0
Authenticity 1
Item construction 15
Scope and scale 7

*Each priority might contain up to four assessment practices.

Total number of submissions: 162.

Effective practices
Validity priorities were effectively demonstrated in assessment instruments that:

o referenced a specific API, JSON or XML dataset in the technical proposal attachment or
stimulus section of the task

¢ included a technical proposal aligned to the specifications of the syllabus. The syllabus states
that teachers may prepare a technical proposal document as stimulus material for this
assessment, which should contain headings and information for identification, interactions and
component specifications (Syllabus section 5.6.1).

Practices to strengthen
It is recommended that assessment instruments:

¢ include an accessible link or screenshot of sample data in the stimulus, e.g. ensure links are
not broken, or provide sample data for links if they are only accessible within a school
environment. The datasets must be accessible to endorsers to determine the validity, scope
and scale of stimulus

Digital Solutions subject report Queensland Curriculum & Assessment Authority
2023 cohort March 2024
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identify a real-world problem relevant to both data exchange methods and data security.
Tasks should identify a data exchange problem that provides the opportunity for students to
effectively demonstrate subject matter related to data security, including security impacts of
data and its use, dissemination, storage, accuracy and ownership on personal, social and
economic needs, taking into consideration changes in interactivity and ways information and
data are created, used and shared (Syllabus section 5.5).

Accessibility

Accessibility in assessment design ensures that no student or group of students is disadvantaged
in their capacity to access an assessment.

Reasons for non-endorsement by priority of assessment

Accessibility priority Number of times priority was identified in decisions*
Bias avoidance 0
Language 11
Layout 42
Transparency S

*Each priority might contain up to four assessment practices.

Total number of submissions: 162.

Effective practices

Accessibility priorities were effectively demonstrated in assessment instruments that:

used data sources that contained appropriate and accessible content

provided clear instructions using language that was accessible to students and avoided
industry jargon

specified one clear technology context for the task.

Practices to strengthen

It is recommended that assessment instruments:

use correct spelling, grammar and technical terms aligned with Unit 4 subject matter,
e.g. simulate instead of stimulate

maintain the list hierarchy for assessable evidence. Formatting errors such as misaligned
bulleted lists can reduce clarity and change the meaning or emphasis of list components.
Care should be taken to avoid separating cognitions into two separate stems where they are
expressed as one stem in the syllabus (e.g. the symbolise and explain bullet points in

Parts 1 and 2), so it is clear what students must symbolise.

Additional advice

It is recommended that schools review the sample assessment instruments on the QCAA
Portal as they have recently been updated to reflect best practice.

Avoid copying and pasting directly into the Endorsement app when constructing a task without
first removing all formatting and syllabus footer data.

Provide scaffolding that is consistent with the instrument conditions, e.g. a page-by-page
breakdown that does not exceed or reduce syllabus conditions for page count. Schools are
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Internal assessment 3 (1A3)

encouraged to provide scaffolding that is relevant and responsive to their individual context,
which may call for a more general or flexible page breakdown for students, e.g. a range of
pages for each part. Regardless of the page breakdown provided, ensure it is clear that
students may include additional pages of documentation to make up the total 8—-10 A3 pages
and 2—4 A4 pages of annotated code in any part, where appropriate.

Assessment decisions

Reliability

Reliability is a judgment about the measurements of assessment. It refers to the extent to which
the results of assessments are consistent, replicable and free from error.

Agreement trends between provisional and confirmed marks

Criterion Criterion name Percentage Percentage Percentage Percentage
number agreement less than greater than  both less and
with provisional provisional greater than
provisional provisional
1 Retrieving and 87.26% 10.83% 1.27% 0.64%
comprehending
2 Analysing 85.99% 12.74% 1.27% 0%
3 Synthesising and 79.62% 18.47% 1.27% 0.64%
evaluating
4 Communicating 91.72% 5.73% 1.91% 0.64%

Effective practices

Accuracy and consistency of the application of the ISMG for this IA was most effective when:

o for the Retrieving and comprehending criterion

Digital Solutions subject report

2023 cohort

- accurate and discriminating recognition and discerning description of

key elements of the application were contextualised to a specified technology context
(e.g. web applications, mobile applications, interactive media, intelligent systems) and/or
the real-world identified problem, including relevant elements of the user interface, data
and coded components (e.g. an intelligent system may include sensors, unique
networking elements, programming environments and languages)

components of data exchange systems were demonstrated through information about
data sources, data types and sample data and its relevancy to the identified problem
and were strengthened by explanations of data interface, structures and specifications.
The descriptors in this criterion are interdependent, e.g. symbolised and explained data
flow relationships provide further opportunity for students to demonstrate recognition
and description of the components of data exchange systems

data security processes were highly contextualised to the identified real-world problem
through research and investigative practices with consideration for solutions to similar
problems. Investigating existing solutions also creates opportunities for students to
demonstrate discerning decision-making about and fluent use of referencing
conventions, particularly the use of in-text references when referring to features of
existing solutions that have informed ideas and components
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- adept symbolisation of algorithms demonstrated use of pseudocode to communicate
algorithmic steps in a well-ordered, unambiguous manner with all the necessary constructs
to communicate the intended inputs, processes and outputs to solve the identified problem.
Adept symbolisation of algorithms considers how well responses have used a mixture of
everyday language and programming conventions, specifically the use of keywords to
indicate the basic control structures (e.g. assignment, sequence, selection, condition,
iteration, modularisation) and textual indentation, to clearly communicate the algorithmic
steps.

Samples of effective practices

The following excerpts have been included to demonstrate accurate and discriminating
recognition and discerning description of data exchange components.

Note: The characteristic/s identified may not be the only time the characteristic/s has occurred
throughout a response.

Excerpt 1

- getRawglList(rawglist):

statusCode, api

if statusCo =
listArray = apiResponse[
“eturn listArray

rms to be displayed in the list box

\Genrc \ Platforms
Action’ = 3D0

[=§
Adventure Android
Arcade Apple Macintosh
Board Games Atari
Card Commedore / Amiga
Casual i0S
Educational Linux
Family Neo Geo
Fighting Nintendo ‘
Indie = PC =

» Thisis a function that calls the previous function "rawgAPIRequest" so therefore it is connecting to the API

» This function is used to retrieve a complete list of genres to fill the list box which the users use to filter the data.
Therefore, it just gets all the genres mentioned.

» ltreturnsan array full of genre names

» The same function is used for the list box of platforms
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Excerpt 2

The people using the app
(users). These are people like
Robert, Renuka and Lucca

Technically any device can connect
to the app but the app was
specifically designed for a mobile
device. The device has to be
connected to the internet

1. Python code is used to convert the
input of the users to URI and key pair
query's so that it can talk to the
tabase

2. An app request is sent.

User

Function checks whether the
login data is correct before
the user can access the API

login data

e
~ Python code
HTTPS, a secure form of
HTTP. it ensures that there is
a secure method of
connection
EAN
Python code 1 Internet
__[HTTP
HTTPS
protocol
A
Allows communication
between computers
3. Process JSON and convert to aroud the world
python dictionary
4 Make data/response ready to ‘
display back to user v
— 1 Em——
e
—_—
RAWG —_— RAWG
database 4 AP

The API provides secure access to
the database. When an app or client
requests data to the API, the AP|
redirects the request to the
appropriate source and passes the
response to the client
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The following excerpt has been included to demonstrate insightful analysis of the data exchange
problem and relevant information related to data security to identify risks to data and code

components.

Note: The characteristic/s identified may not be the only time the characteristic/s has occurred
throughout a response.

Internal assessment 3 (1A3)

Risks —
Confidentiality

Confidentiality refers to the assurance that information is not disclosed to unauthorised persons, processes, or devices
(What are Confidentiality, Integrity and Availability in Information Security?, n.d.). It protects data such as the data from
the RAWG API from unauthorised access.

Threats Malware:
- Intrusive software designed to infect, steal, or execute malicious actions (Malware | What is Malware & How to Stay

Protected from Malware Attacks, n.d.)

Phishing:
- Scammers impersonate trustworthy entities to trick recipients into sharing information (PHISHING ATTACKS AND

HOW TO PROTECT AGAINST THEM, n.d.). Commonly executed via email spoofing and text messages.

Code injection:
- When scammers introduce malicious code into a computer program by taking advantage of a flaw in the program’s

functionality instructions or the way it interprets data (Weilin Zhong, n.d.).

Supply Chain Attacks:

- Cyber-attacks that target the software or hardware supply chain to compromise the product before it reaches
the users. This is instead of directly attacking the target organisation but instead infiltrating and tampering with
the components used in the supply chain. This can include anything from inserting malicious code into third-
party libraries or compromising the physical hardware components.

Counter- Encryption:
measures A way of scrambling data so that only authorised parties can understand the information.

- The process of converting plain text (readable by humans) to text that isn’t understandable also known as cipher text
(Cloudflare, 2022).

Two-factor authentication:

- uses more than two factors to authenticate a user before they can access resources or data. Two common types of
authentication factors used are something that only the user physically has and something only the user will know.
By using two or more methods of authentication, login security is increased, and threats to confidentiality are
reduced. A good example, which is being used more regularly is sending a pin code via SMS to the user which they
must then add as a second step to authenticate.

Australian Privacy Principles (APPs):

- The Australian Privacy Act 1988 mandates compliance when collecting personal information. It includes 13 APPs,
with three key ones for data exchange:

- APP 1: Requires managing personal information transparently with an updated privacy policy.

- APP 6: Specifies when entities can use or disclose personal information.

- APP 11: Ensures taking reasonable steps to safeguard personal information from misuse, loss, or unauthorized
access, and may require destruction or de-identification in certain cases.

Data exchange
requirements

To maintain confidentiality within the digital solution for EB Games, data will be protected by using encryption, two-
factor authentication, and adherence to APPs. These measures secure information for users like Robert, Lucca, and
Renuka, preventing unauthorized disclosure and ensuring data integrity and privacy in the digital solution.
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PART 2: DATA EXCHANGE SO

3.0 DEVELOPMENT
3.1 CONCEPTUALISING THE SOLUTION

As Jordan and Dani were selected as the target proto-personas, it was decided that a competitive puzzle game would be made. For this, inspiration
was taken from “Cube” by Simon Tatham, and it was decided that a game titled “Tile Tessellator” would be created. The game would consist of a 3D
board and cube, where users must rotate their cubes around, collecting tiles in either the least number of moves, or the least amount of time. Hayi
multiple game modes would also add variety to the gameplay, making it more entertaining to play. It was also decided that a “Dad Joke” RES |
would be used as the second digital system, to add some entertainment to the main menu, and that a relational database would be used ov lat
file system, to increase the efficiency of the solution. The solution development plans were then explored through the diagrams below.

3.2 DIVIDE AND CONQUER

Modify User Data

1

TILE TESSELLATOR

DATA

The following excerpt has been included to demonstrate adept symbolisation of algorithms.

Note: The characteristic/s identified may not be the only time the characteristic/s has occurred throughout a response.

vl

LUTION - ;f
//TIO clor @&wgggg’ﬁqﬁ;

ANY

User Preferences

ModifyUserScreenController |

PreferencesGUIController Iv

1

/

ChangeUsername(){
1. Send change username request
to php on server
2. If connection was not
successful, display an error
3. If the username is already
taken, display an error

4. 1f the change was

sucessful, display sucess

1

ChangePassword(){
1. If password field is blank,
display an error
2. Hash password
3. Send change password request
to php on server

4. If connection was not
successful, display an error
5. If the change was
sucessful, display sucess
4

/

SavePreferences(){

1. If the user has inputted a
custom colour, check it is valid
2. Save local preference vars
as the inputs
3. Send save preferences request
to php on server
4. If there was an error, return to
the login screen, otherwise tell
user preferences are saved

EndSgfeenController| v/

ButtonManager v .

PrepareEndScreen(){
1. Send new record request to| |/
php on server

2. If there was an error, return to
the login screen

3. Send get leaderboard request
to php on server

4. Display leaderboard results in

table

¥

d ;
/ SignUpButton(){ Ve LoginButton(){ g

1. If password field is blank, 1. Hash password
display an error 2. Send login request,
2. Hash password to php on server
3. Send register user request 3. If connection was not
to php on server successful, display an error
4. If connection was not 4. If account does not exist,
successful, display an error or password is incorrect,
5. If the username is already display an error
taken, display an error 5. I the login was successful,
6. If the register was load the account data,

sucessful, display sucess then load the menu scene
¥

Figure 5: Divide and Conquer
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v

Output to Ilse/

4

g
FU*{&ION LogIn()

// Hash the password input

CALCULATE hashedPassword = Hash (PasswordInput)

DECLARE loginData = {UsernamelInput, hashedPassword}

// Send the post request to the database

WAIT FOR WebRequestHandler.DBPost ("Login", OUTPUT
loginResponse, SerializeObjectToJSON (loginData))

// Reload login screen if there is an error
IF loginResponseSuccess = 3 THEN

ReloadLoginPage ()

ASSIGN errorText = "Incorrect username or pa
ELSE IF loginResponseSuccess # 0 THEN

word"

ReloadLoginPage ()

ASSIGN errorText = "Internal error"
END IF
// Set variables based on values of user
ASSIGN StoredUserID = loginResponseUserID
ASSIGN StoredUsername = Usernamelnput '
ASSIGN StoredHashedPassword = hashedPassword

ASSIGN StoredMovesRecord = loginResponseMovesRecord

ASSIGN StoredTimeRecord = loginResponseTimeRecord

IF loginResponseSensitivity # null THEN
StoredSensitivity =

END IF

IF loginResponseViewBobbing # null THEN
StoredViewBobbing = loginResponseViewBobbing

END IF

IF loginResponselInvertYAxis # null THEN

loginResponseSensitivity

StoredInvertYAxis = loginResponseInvertYAxis

END IF

IF loginResponseTileColour # null AND TryParseHexToColor (
loginResponseTileColour, OUPUT tileColour) THEN
StoredTileColour = tileColour

END IF

// Go to main menu
LoadScene ("Menu")

END FUNCTION

Figure 6: LogIn Function Pseudocode
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Practices to strengthen

To further ensure accuracy and consistency of the application of the ISMG for this IA, it is
recommended that:

when matching evidence to the characteristics for the Analysing criterion, attention should be
given to insightful analysis of the data exchange problem and relevant information related to
data security to

- identify the data structures and data exchange methods. High-level responses demonstrate
effective use of the explore phase of the problem-solving process, e.g. recognising
constraints, dissecting problems and existing solutions to similar problems, and using
design, systems and computational thinking processes to make decisions

- identify risks to data and code components. High-level responses consider risks to data
confidentiality, integrity and availability to inform a security strategy for data. They explore
existing solutions with similar elements, components or features (e.g. programming
language, data interface, database engine) to consider the unique vulnerabilities of the data
exchange system and/or explore emerging technologies (Syllabus section 1.1.1) relevant to
the make-up of the data exchange system to investigate potential impacts or threats.
Effective implementation of the explore phase of the problem-solving process to investigate
and access information relevant to the problem creates opportunities for students to
demonstrate high-level analysis, synthesis and decision-making about referencing
conventions.

when matching evidence to the characteristics for the Synthesising and evaluating criterion,
attention should be given to the critical evaluation of impacts, considering that this is clearly
demonstrated when responses first determine possible personal, social and economic impacts
relevant to the real-world identified problem. The evaluation of impacts, components and low-
fidelity prototypes is ensured when the evidence demonstrates that this is done against the
prescribed and self-determined criteria in order to measure the overall success and suitability
of the solution to make refinements and justified recommendations, e.g. annotations on user
interface sketches or screenshots to justify decisions based on user testing and identified
personal impacts.

Additional advice

Schools should ensure the video submission is of a sufficient file quality, especially for
diagrams and audio, i.e. the scale of images or the output resolution of files should not render
the details of the images or diagrams illegible, difficult to interpret or understand. Schools are
responsible for ensuring the quality and accuracy of the required files before they are
submitted to the QCAA. Each file must be complete and accessible for review by the QCAA
(QCE and QCIA policy and procedures handbook v5.0, Section 9.7.1).

Review the Making judgments webinar in the QCAA Portal. Digital Solutions uses a best-fit
approach to apply an ISMG. Follow the three steps described in the webinar to ensure correct
mark allocation.

Schools should refer to Sections 7.4 and 9.6.6 of the QCE and QCIA policy and procedures
handbook v5.0 for information about when amendments and comparable assessment are
required. The administration of an endorsed task with annotated changes to the task that has
not been reviewed through the amendment process risks the validity, accessibility and
reliability of the task and equity for students.

Clearly and consistently apply school-based assessment policies and procedures for
managing response length when making judgments about student responses to assessment.
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Internal assessment 3 (1A3)

Assessment responses that exceed syllabus length conditions must be accompanied by clear
annotations to show how the school’s assessment policy has been applied and which
evidence was used to make a judgment. Further information about managing assessment
response length is available the QCE and QCIA policy and procedures handbook v5.0,
Section 8.2.6. Schools are responsible for ensuring that students are aware of the school-
based assessment policy and procedures, particularly regarding management of response
length.

e Schools are responsible for gathering evidence of student achievement in response to the
endorsed assessment in the required mode of delivery (QCE and QCIA policy and procedures
handbook v5.0, Section 8.2.7). IA3 requires a 1—-2-minute video submission.
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External assessment O—

External assessment (EA) is developed and marked by the QCAA. The external assessment for a
subject is common to all schools and administered under the same conditions, at the same time,
on the same day.

Examination (25%)

Assessment design

The assessment instrument was designed using the specifications, conditions and assessment
objectives described in the summative external assessment section of the syllabus.

The examination consisted of one paper with 10 multiple choice questions (10 marks), four short
response questions (34 marks) and one extended response question (25 marks).

The examination assessed subject matter from Unit 4. Questions were derived from the context
of digital impacts.

The assessment required students to respond to multiple choice, short response and extended
response questions, which explored varied subject matter from the unit.

The stimulus included a range of scenarios, diagrams and pseudocode.

Assessment decisions

Assessment decisions are made by markers by matching student responses to the external
assessment marking guide (EAMG). The external assessment papers and the EAMG are
published in the year after they are administered.

Multiple choice question responses

There were 10 multiple choice questions.

Percentage of student responses to each option
Note:
e The correct answer is bold and in a blue shaded table cell.

e Some students may not have responded to every question.
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External assessment

Question A B Cc D

1 14.9% 13.82% 60.32% 10.7%
2 85.29% 2.04% 1.4% 11.15%
3 17.01% 26.05% 56.37% 0.38%
4 7.58% 88.15% 3.44% 0.64%
5 77.01% 10% 4.71% 7.96%
6 11.08% 15.22% 49.36% 24.01%
7 22.93% 12.87% 1217% 51.85%
8 24.65% 56.18% 5.48% 13.44%
9 14.39% 10.7% 9.87% 64.9%
10 4.39% 8.09% 78.73% 8.54%

Effective practices
Overall, students responded well to:

e multiple choice questions requiring an understanding of useability principles, network
transmission principles, the characteristics of symmetrical and asymmetrical encryption
methods and data structures

e aspects of short response questions that required knowledge retrieval and varying degrees of
analysis to describe, symbolise, evaluate and justify relevant Unit 4 subject matter

e aspects of the extended response question through insightful analysis of stimulus and
application of relevant subject matter knowledge to develop and evaluate solutions through
symbolisation, explanation and justification.

Samples of effective practices

Short response

The following excerpts are from Question 11a. It required students to analyse information about a
digital ticketing system to describe how data size and security can be managed to fulfil prescribed
criteria.

Effective student responses:
e described valid methods for managing data size and security

¢ correctly described how data compression, encryption and hashing are used in the storage
and transfer of data.

These excerpts have been included to demonstrate:
¢ valid variations in response to this question

e accurate knowledge utilisation of relevant subject matter to the problem.
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Excerpt 1
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mMeans 7%“; a‘/ *J?\JJ Ze moyp/(cj aﬁl@/ f/r's ;u.émr'//@d’éé_/ 7/; USer,
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Excerpt 2
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External assessment

The following excerpts are from Question 11b. It required students to complete an algorithm to
secure the user password, verify the username and password and incorporate safety using
pseudocode. There were many valid variations to this response, which were awarded marks for
each descriptor, e.g. students may have used other methods to secure the password instead

of hash.

Effective student responses:

implemented safety in an unambiguous manner

o verified both the username and the password in an unambiguous manner.

These excerpts have been included to demonstrate:

Digital Solutions subject report

2023 cohort

unambiguous use of algorithm constructs
valid variations in response to this question

accurate knowledge utilisation of relevant subject matter to the problem.

Excerpt 1

INPUT username

INPUT password ' Yl
SET  encryptod): bt }‘“l"’j A[goﬁ m

e/IL(‘fPIL(J Pa_\s.,uoré = eﬂC/l/p/a( (:Dkss‘”ofd)

SELECT #”8/1(/)’9/-«).0»5 1(;’0/“? gh{azosc 'w[r/r Ser = usernane !

IF e /‘ypl/‘) Rss == enc fypv’-e.-) Passiiord :
VEKIFY uber

1o aie (OoNTINUE f‘o sr‘;'c.
EISEIF enr ypfla)Pa_sg, 1= (ncﬂ/p/[ré Fagword !

RETURAN 'FPosswocd t‘nzo(/ectll'ﬁf m&oﬂ'ﬂ.'
ELVETFE  Uyername /)a/ I d,_l‘._é,kx:

RETORN ‘fsernamel doa ng exist'
BREAK

ELSE®
REWWPN ‘prror!

-

(4]

u-‘ffﬂ‘-l"l;jf K’:'na'p/z afﬁ‘a/m[; g Enc/,{,aé il ax'/g. /.m,és naal}[.!e; wier o[

CrFnsS 4e49$ /Zcm LD yEr !’o/ﬂ M':S?Z&ZCS
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Excerpt 2

BEGIN
INPUT username

INPUT password

.(E‘T MNede = SHECT, (zername ERom ugers

wilWHERE S Ugerfone = useiapae,
'F\‘dukﬂs NET-AMALL THEN
HulCET calt= SELECT sall FRoM ugers

WHRERE ustraamne = s@AaME

Pass Mor(k_ = ?a;}wgrok +salt
HML (fq,rsworak ) '

Sﬁ;rj'ézarc,a\ pacs = SeLe pas s tuor FRoM wsers

WHERE wtsiman< = (Seriane
fF Posstacd. = SM_-‘-P"‘SS THEN

RETOURN, “$iccess”
ELSE
RETURN Y\ eorprodt Poagsioardh”
ENDIE
ELSE
RETuRN ‘Uternst Gomd!
ENDIE
END
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External assessment

The following excerpt is from Question 12a. It required students to analyse information about a
digital data exchange system to evaluate the security impacts to identify personal data security
needs.

Effective student responses:

e demonstrated a clear understanding of personal versus social and economic needs
concerning data security

e were contextualised to the problem.

These excerpts have been included to demonstrate:
e responses contextualised to the problem

¢ valid variations in response to this question

o effective knowledge utilisation of relevant subject matter to the problem.

Excerpt 1
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,,,f o J(cl’vp, This couold cesolt in ligsened or uvnuessory crpentes
QL,M/ rab &ma a en o ek inoduad. 000 dermonsdintes o aeed
%;Am - wé e S e )

Only olbwoing celevac) paches £y, JA potecd k) b areesc K
oot cecods oacld preved echioss fompoiv ad pated s o

pf“/aCl/ 7[:, Lerond  _featecn  is /m} m/ofma v cw/J !C ea_ded ond
sl Hhogsh

(€acJ L'f /'f"}l“-‘—‘ ﬂN/d n'/A/ 1:;/ c’mm’/fn/f/cao/
5WPV)’¢’, bul_ 71.9 /L ACL a/ (/,rc/(/a/.'dn. Pf/_sma/ d:\-jo\ peeds /o /,:

/o((J jn o Sccure mtraacs s USers d(l.._‘/ /;_;p&m//g, 1Mpar/flmé /L
esedit pucd ,wmlos or emed: lww{ A)clal/&) ore. ,Ze / <
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External assessment

Excerpt 2
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The following excerpts are from Question 12b. It required students to describe the secure

features of VPN within the context of the digital data exchange system and how this could
improve data security.

Effective student responses:

e were contextualised to the problem.

These excerpts have been included to demonstrate:

¢ valid variations in response to this question

o effective knowledge utilisation of relevant subject matter to the problem.

Excerpt 1

e o/ )%— [la vees @,,[ oe VPN 724/ (V!A/Z&f ,'/ Secocc is ,‘/ p an//; /-

’WC‘JL WS¢ J/u-[/c— °)=J"" MJ ZIP eddcesses A//[auf_\/ //{r na/ okr »ec./;/
Step wi;L/J /)ﬁm al 2Ly, 'nj /pecfoaa/ z‘n/ 72’%?4 /4 c@mPu/[Ef jacé'd
008 s hiions Hicde poitee o) adk Lo o K fe,,,o//

L.)Ivcn Erront / ¥ g/u '/4/:: ‘-‘d’ (=N

ffﬂ/z/wp/ sz/ 1Zfom S[e o3 r < vmp/e 5474—'c4-“-4—@ VPN /A L4
Fo Arma/'m snd ',m/,'/,,l ,‘..é mu/d < mq.y/eJ sl Gmcoryphe d, v=J
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External assessment

Excerpt 2

A seowre fabue 66« VPN s encry m?uﬂ cnel  amony Ausing
Anta p«,‘ua)qs ‘o braesits TS could Ee IMPMKQ(_ %rw:f{
seding_dats o « NN £ Ne cortml dobabury bl 1addd

JMPWW-« !ewné'\ ‘DH AN Ny Ang S 114 79& moCé}cW\ and. rbua}uf}

q\‘ Aot w*matq%e }gf;{f-mé

The following excerpt is from Question 13. It required students to analyse a one-time pad
encryption algorithm and use pseudocode to correct errors and justify their responses.

Effective student responses:

¢ identified the errors and corresponding line numbers

e replaced or corrected the identified errors without adding any further changes to the algorithm
e were logically justified.

This excerpt has been included to demonstrate:

e a full-mark response

o effective knowledge utilisation of relevant subject matter to the problem.
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External assessment

The following excerpt is from Question 14a. It required students to analyse a stimulus user

interface to symbolise new screens for additional functional features.

Effective student responses:

¢ made explicit use of elements of visual communication in a similar style to the stimulus, e.g.
shapes to symbolise all the necessary features, using annotations to communicate facts about

visual elements, if necessary

e used extra pages, if necessary, to ensure the response demonstrated all required features

e were legible and able to be understood.
This excerpt has been included to demonstrate:

e a full-mark response.
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External assessment

The following excerpt is from Question 14b. It required students to evaluate the stimulus user
interface to make recommendations for improvement to accessibility with justification.

Effective student responses:

e demonstrated an understanding of the definition of accessibility, as it can be confused with
other principles of useability

e were able to justify recommendations with examples relevant to specific accessibility needs
and user interactions, e.g. the use of screen readers by visually impaired users or colour
contrast ratios for colourblind users.

This excerpt has been included to demonstrate:

e a full-mark response.
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External assessment

Extended response

The following excerpts are from Question 15a. It required students to symbolise sample data in
XML format. In Unit 4, students are expected to be able to explain the transfer of XML data and
describe data using appropriate naming conventions, formats and structures. This question
combines this subject matter.

Effective student responses:

e demonstrated relevant subject matter knowledge about the features of XML for the transfer of
data across networked systems

¢ recognised that XML consists of parent and child elements.
These excerpts have been included to demonstrate:
o full-mark responses

¢ valid variations in response to this question.

Excerpt 1
< Candidavre ™

L Name » Candidere ¥ & [ Namey

< Year> W < [ Yeurd

\ - ° ~

< /Candidate 5

Excerpt 2

<f0-113f0\ml€ >
<%5(/.,._. b E%UC?(Zr C/Fosfl.'cn ]

LY 1T fyear >

Loame D> X</ ome S

'q ncﬂfﬂfna}f'oﬂs) O (//mmi(m['mg >

C fenndidade >

Extended response

The following excerpt is from Question 15b. It required students to analyse information about a
voting system to explain how particular system features would ensure the implementation of three
voting rules.

Effective student responses:
e included variations of

- user authentication

- validation of votes

- limited access based on the voting period.
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External assessment

These excerpts have been included to demonstrate:
e full-mark responses

¢ valid variations in response to this question.
Excerpt 1
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Excerpt 2
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Extended response

The following excerpts are from Question 15c. It required students to develop a data flow diagram
to symbolise a programmed component that enforces the three voting rules for the voting system
and integrates the school’s existing database.

Effective student responses:

¢ used the syllabus conventions for data flow diagrams

¢ included all the necessary entities, processes, data stores and data flows

¢ labelled elements logically and appropriately with verbs and nouns where appropriate.
These excerpts have been included to demonstrate:

o full-mark responses

¢ valid variations in response to this question.
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Excerpt 1
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External assessment

Excerpt 2
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The following excerpts are from Question 15d. It required students to justify their response to
Question 15c¢ by explaining the symbolised DFD elements and their relationships to each other.

Effective student responses:
e explained the relationship between all symbolised processes, data stores and external entities

e recognised the difference between ‘describe’ and ‘explain’, providing more depth of
information and the purpose of elements

¢ did not repeat or restate information already communicated by the response to 15c.
These excerpts have been included to demonstrate:

e full-mark responses

¢ valid variations in response to this question

o effective knowledge utilisation of relevant subject matter to the problem.
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External assessment
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External assessment

Excerpt 2
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External assessment

Practices to strengthen

When preparing students for external assessment, it is recommended that teachers:

revise the data flow diagram conventions with students for the symbolisation of the data flow
of digital systems. Some student responses demonstrated a combination of flow charts and
similar diagrams. Others did not label processes and flow arrows with verbs and nouns to
effectively communicate the purpose and interrelationships between elements

provide opportunities for students to practise knowledge utilisation of algorithm logic and
constructs and use of pseudocode to solve programming problems.

Additional advice

Digital Solutions subject report

2023 cohort

It is recommended that students practise diagrammatic responses and are made aware that if
a question requires them to symbolise visual elements

- the explicit use of this cognition indicates that if something is not symbolised, this may
affect the number of marks that can be awarded

- the use of annotations or comments would be used to describe visual elements, but alone
they may not contribute to the response as they are considered written features and would
not match to the EAMG descriptor for ‘symbolising’.

It is recommended that students pay close attention to response requirements, e.g. if three
specific items are to be addressed, students should address each requirement in a clear and
systematic way.

It is recommended that students develop a general repertoire of personal, social and
economic impacts to arm them with sufficient knowledge to facilitate practical analysis of
stimulus to make recommendations and determine needs.

It is recommended that students not cancel out or cross out responses to questions if they do
not follow with another attempt, as this will result in an ‘NA’ for that question.
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